For copyright protection, a watermark signal is embedded in host images with a secret key, and a correlation is applied to judge the presence of watermark signal in the watermark detection. This paper treats a discrete wavelet transform (DWT)-based image watermarking method under specified false positive probability. We propose a new watermarking method to improve the detection performance by using not only positive correlation but also negative correlation. Also we present a statistical analysis for the detection performance with taking into account the false positive probability and prove the effectiveness of the proposed method. By using some experimental results, we verify the statistical analysis and show this method serves to improve the robustness against some attacks. key words: image watermarking, discrete wavelet transform (DWT), false positive probability, analysis of detection performance
Introduction
As the Internet has spread rapidly, the illegal copy and distribution of digital contents without the allowance of the copyright owner would be increased more and more. A digital watermarking has been studied for a copyright protection of digital contents [1] - [3] . It can be achieved that a watermark signal is embedded into the digital contents by using a secret key. After that, the copyright owner can detect the watermark signal by using the secret key in the case of the assertion of the copyright.
The watermark in the digital contents should be robust against common image processing or attacks such as JPEG compression, scaling down, noise addition and cropping. The correlation-based watermark is known as robust method against above image processing or attacks. In this method, the watermark signal is detected based on the correlation between the watermarked coefficients and watermark signal. Cox et al. have proposed a watermarking method in which the pseudo-random number sequence is embedded into the DCT coefficients as a watermark signal, and the watermark signal is detected based on the correlation [4] . Also, Piva et al. have shown the DCT-based watermarking method whose advantage is that the host (uncorrupted original) image is not needed in the detection process [5] .
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tected based on the false positive probability which can be calculated by the watermarked DWT coefficients. Though there are many other methods for the DWT-based image watermarking have proposed [6] - [10] , the study [11] is especially significant and important because consideration of the false positive rate is useful for judgment of watermark presence. The purpose of this work is to develop a new watermarking method under specified false positive probability and we call the work studied by Barni et al. the conventional method.
For explanation of the conventional method, let the correlation between the watermarked DWT coefficients and watermark signal be ρ. Then it can be expressed as
where ρ xy is the correlation between the DWT coefficients of host image and watermark signal, and ρ w is the watermark element. ρ xy obeys a zero-mean Gaussian distribution. If ρ xy is a negative value, the robustness of the watermark may be decreased. That is, the detection performance is depend on the sign of ρ xy .
The proposed watermarking method is independent of the sign of ρ xy . In the proposed watermarking method, if ρ xy < 0, the watermark signal is embedded in negative directions and the absolute correlation is applied in the watermark detection. In this case, the threshold should be changed for the same false positive probability, so we show the statistical analysis for the detection performance based on the new threshold and prove the proposed method is statistically more effective than the conventional method.
Finally, we show the experimental results and verify the statistical analysis. Additionally, we show that this method serves to improve the robustness against JPEG compression, and scaling down and Gaussian noise addition.
Conventional Method

Embedding
As preparatory to the explanation of the proposed method, let us summarize the conventional method proposed in [11] .
Consider a host image I whose size is 2M × 2N. 
where w θ (i, j) is the weighting function and α is the scaling parameter. The watermark signal x θ (i, j) is consist of a binary pseudorandom sequence {+1, −1}. After the watermark signal is embedded in Y θ 0 (i, j), we can obtain the watermarked images by the inverse DWT (IDWT).
Detection
We show the detection process of the watermarking method. First, transform the watermarked image to the embedding domain by DWT. Calculate the correlation ρ defined as
Let the threshold be T ρ , then if
it is judged that the watermark signal is present in the digital image. T ρ is decided by the false positive probability.
Here the probability density function of ρ is given by
where σ 2 ρ is the variance of ρ which can be expressed as
Since E[ * ] represents an expected value, in practice, σ ρ can be calculated as
The probability for ρ ≥ T ρ can be expressed as 
This indicates the probability of the false positive as shown in Fig. 2 . So we write P f instead of P f (ρ ≥ T ρ ), and we call P f the false positive probability. We can calculate the T ρ by setting P f . For example, when P f = 10 −8 , it is calculated as
Analysis of Correlation
Assume the key in (2) is the same as the one in the embedding process, we have
This can be rewritten as
where ρ xy is the correlation of Y θ 0 (i, j) and x θ (i, j) defined as
and ρ w is the element of watermarking signal defined as
Because Y θ 0 (i, j) and x θ (i, j) is uncorrelated, ρ xy is much smaller than ρ w in (10) , and ρ xy is statistically regarded as 0. Thus, it is obvious that ρ w ρ xy 0
So if ρ w (the watermark strength) is large enough, (3) can be satisfied.
Since ρ xy obeys a zero-mean Gaussian distribution, the amplitude of the correlation ρ is depend on ρ xy . That is, the detection performance also depends on the sign of ρ xy , or the combination of secret key and host image. Especially, if the variance of ρ xy is large, the detection performance vary greatly. In that case, ρ xy has the potential to become a large negative and the detection performance may degrade seriously.
Proposed Method
Embedding
We propose a new watermarking method in which the detection performance is not degraded when ρ xy < 0.
First, we show an embedding algorithm. Before embedding the watermark signal, decompose the host image by the DWT, and calculate ρ xy using Y θ 0 (i, j) and x θ (i, j) based on (11) . After calculating ρ xy , the watermark signal is embedded according to ρ xy as
That is, we decide the direction of watermark signal based on the sign of ρ xy .
Detection
The detection rule of watermark should be also changed. It is judged that the watermark signal is present in the image if
where T |ρ| is a new threshold defined as shown in Fig. 3 . (15) is equivalent to
If the keys using embedding process and detection process (or x θ (i, j) in (14) and (2)) are the same, we have
by substituting (14) into (2). It follows from (17) that the absolute correlation can expressed as
From (18), we can see that the amplitude of |ρ| does not depended on the sign of ρ xy . Thus, the watermark signal is detected based on (16) by calculating
Next, we show the decision of the new threshold T |ρ| when using the new detection rule. The probability density function of ρ is given by (4) . Hence it follows from Fig. 3 that the false positive probability is
From (20), the new threshold T |ρ| can be calculated by giving the false positive probability P f . For example, if P f is given as 10 −8 , it can be calculated as
From Figs. 2 and 3, it is obvious that
under the same false positive probability. Here, let the increment of correlation be Δρ defined as
Then we have
Δρ takes two values as (24) with same probability (0.5). When ρ xy > 0, (22) and (24) imply that the detection performance of the proposed method is approximately the same (slightly degraded) because there is not much difference between T |ρ| and T ρ . On the other hand, when ρ xy < 0, the detection performance of the proposed method is improved if
The sign of ρ xy is positive or negative with the same probability (0.5), so we show the effectiveness of the proposed method by statistical analysis in the next section.
Statistical Analysis for the Detection Performance
From (24), we can see that Δρ is a stochastic variable. So let us analyze the detection performance based on statistics, and compare the proposed method with conventional method [11] under the same false positive probability.
First, let the variance of ρ xy be σ 2 xy and the variance of the watermark signal be σ 2 w as
respectively. According to the property of variance, σ 2 ρ can be
where σ 2 ρ is expressed by (6) . Substituting (10) and (18) into (23), we have
According to (24), Δρ is decided based on the sign of ρ xy .
Since ρ xy obeys a Gaussian distribution with zero mean, we consider the statistical value E[Δρ] as
The expected value of ρ xy is calculated as
Whereas, the expected value of |ρ xy | is
From (31) and (32), we have
In order to compare with E[Δρ], let us consider the increment of threshold defined as
Then, considering (8), (21) and (34), we have 
where γ is the parameter calculated by the false positive probability. For example, when the false positive probability is 10 −8 , it follows from (8) and (21) Table 1 shows the relationship between the parameters γ, T ρ and T |ρ| in the case from P f = 10 −8 to P f = 10 −1 . From Table 1 , we can see that the difference of threshold expands as the false positive probability rises.
Next, for discussion of superiority of the proposed method, define the difference between E[|ρ xy |] and ΔT ρ as
δ indicates a performance index and is very important parameter in this paper. If δ > 0, the increment of correlation is statistically larger than that of threshold and it is concluded that the use of the absolute correlation is more effective than the case of using just the positive correlation (conventional method) for the watermark detection. Here, let us consider and analyze the sign of δ. Substituting (33) and (35) into (37) yields
Consequently, δ becomes small as γ (P f ) or σ w takes the large value. Let us consider a practical upper bound for the false positive probability and σ 2 w in the watermark application. Taking into account the image quality, it is appropriate that the element of watermark signal is always smaller than that of the DWT coefficients of the host image. So it is clear that the relationship
is hold. In the case when (39) is not satisfied, the image quality should be considerably degraded. It follows from (39) that (38) is
Next, let us consider the upper bound of γ. Usually it is desirable that the false positive probability is as small as possible. However, as we can see from Table 1 , if you set the false positive probability is too small, the threshold raises and it leads to the increase of false negative. The purpose of this work is to estimate the lower bound of δ, we just consider the upper bound of the false positive probability. The false positive probability is decided by user, however, it is practically enough that the upper bound of the probability is 10 −1 , that is
For example, in [11] , the threshold is calculated by setting the false positive probability to be 10 −8 . Also, the detection results with 1000 different pseudo random number sequences are shown in [6] and it implies that the false positive probability is smaller than 10 −3 . From above facts, we think (41) is an appropriate condition in the watermark detection.
According to the case of the false positive probability 10 −1 in Table 1 , we have
From (40) and (42) Based on the above analysis and result (43), it can be concluded that
is valid under two conditions (39) and (41). This implies that the threshold of the proposed method raises and therefore the detection performance is degraded when ρ xy > 0, however, the detection performance is dramatically improved when ρ xy < 0. By verifying the effectiveness of these detection methods statistically, we conclude that the proposed method is superior to the conventional method [11] under the same false positive probability.
Experimental Results
Statistical Evaluation
Let us use two host images Bridge and Mandrill (Fig. 4) whose sizes are both M = N = 512. w(i, j) are decided based on the human visual system (HVS) [12] as well as [11] Table 4 Calculation results of thresholds, its increment ΔT ρ and δ.
(a) PSNR = 30 dB . Generally, it is considered that the lower bound of PSNR is approximately 40 [dB] from the image quality point of view. However, since the embedding algorithm is based on the HVS, we set the lower bound of PSNR is 30 [dB] in this paper. As mentioned in the foregoing section, ρ xy is decided by the combination of the watermark signal (secret key) and host image, that is, the detection performance is depend on ρ xy . Since ρ xy obeys the Gaussian distribution N(0, σ xy ), the statistical analysis is needed to compare the effectiveness of two methods.
First, we transform the host images into the DWT domain and calculate σ xy and E[|ρ xy |] which is obtained by (33). 
where the 10000 correlations ρ
xy · · · ρ Table 3 shows the calculation results of σ w and σ ρ in the case of PSNR = 30 [dB] and PSNR = 50 [dB] . Also, Table 4 shows the threshold values, the increment value of the threshold and the performance index δ where T ρ and T |ρ| are both calculated with P f = 10 −8 -10 −1 . From Tables 2  and 3 , we can see that (39) is satisfied even when the quality of watermarked images are PSNR = 30 dB.
From Table 4 , we can see
and it is confirmed that the proposed method statistically outperforms the conventional method under the conditions:
and
From Tables 2 and 3 , (39) is satisfied when (47) is hold.
Hence the statistical analysis is verified by the experimental results.
Robustness against Some Attacks
Let us consider the robustness after attacking. We use two watermarked images as shown in Fig. 6 with PSNR = 50 [dB] and set P f = 10 −8 assuming an ordinary situation. As discussed before, when the variance of ρ xy is large and ρ xy is large negative, ρ is smaller and the robustness of the watermark also decreases. In such a situation, we think the proposed method is especially effective. So we treat here the case when ρ xy is large negative. Figures 10 and 11 show the watermark robustnesses against JPEG compression and scaling down (see Fig. 7 ), respectively. Since JPEG compression and scaling down are same kind attacking in that just high frequency elements are deleted, and most information of ρ xy can be retained. Against such a low-pass filtering attacks, we think that the detection performance of the proposed method can be improved and it can be confirmed from Figs. 10 and 11. Figure 12 show the watermark robustnesses against Gaussian noise addition (see Fig. 8 ) where the ρ and |ρ| are the average of 30 results. After Gaussian noise addition, Δρ is expressed as
where U θ (i, j) are a noise elements in the DWT domain. The second term of (48) is statistically zero, so Δρ is almost constant if we use the average of some results. Also, the variance is
where σ 2 U indicates the variance of Gaussian noise in the DWT domain. That is, the variances become larger and it follows that the thresholds are also larger. From Fig. 12 , we can verify the above conjecture.
Finally, Fig. 13 show the watermark robustnesses against cropping (see Fig. 9 ) in the watermark detection by using the proposed method and conventional method. When the cropped size is small, there is no discernible difference in both methods because not only the high frequency elements but also low frequency elements of ρ xy are lost by cropping attacking.
On the other hand, if ρ xy ≥ 0, the difference of threshold values is corresponding to the detection performance because the correlations ρ and |ρ| are exactly same. From Figs. 10-13, we can see that the difference of threshold values is very slight, so we think the detection performance of the two methods are almost same when ρ xy ≥ 0.
From simulation results, we can see that the proposed method is particularly useful against low-pass filtering attacks (JPEG compression attack, scaling down) and Gaussian noise addition. Also we confirm the proposed method is much useful to improve the watermark robustness when the variance of correlation is large and ρ xy is large negative.
Conclusion
We have proposed the DWT-Based Image watermarking method under specified false positive probability. We compare the detection performance of proposed method and conventional method [11] with same false positive probability, and show the proposed method is statistically more effective than the conventional method. From simulation results, we verify the statistical analysis, and show the proposed method is more robust than the conventional method against JPEG compression, scaling down and Gaussian noise addition attacks. by giving specified PSNR.
